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Program 4. Unix Consolidation
Manager: Marshall Wells

Description:

This program consolidates Unix pSeries
systems,
systems software, and operating systems
used to support Unix. Program targets align
with the cost and value implications of an
agreed level of service. Design efforts

along with system tools, utilities,

consider impact of choices on reliability,

availability, performance, security, and
serviceability. Implementation efforts stress
minimum disruption of service to

customers. .

Initial State:

A variety of Unix systems migrated into the
SDC. These systems consisted of more

than 200 physical servers and Logical

Partitions (LPARS) on several Unix

operating systems, including Solaris, HP-

UX, and AlX, running on multiple types of
hardware. The systems ran various

operating system and patch levels.

Systems required manual management

with little systems management automation .
due to non-standard software and

configurations. Much of the software and
hardware were back-leveled. Major
customer agency projects for new work
were on hold until migrations were
complete.

Future State Objectives:

Standardize on pSeries enterprise-
class systems hardware to manage
across all LPARs consistently and
effectively

Standardize onto the AIX Unix
operating system. Implement
automated monitoring, backups and
server builds based on defined
standards

Utilize virtualization tools, and
management tools and base collectors
available in the pSeries AIX
environment to provide standardized
management and utilization of
computing capacity

Provide services in a shared services
environment in order to lower the
overall cost to SDC customers

Planned Program Outcomes:

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Lift and drop in-scope agency servers COP $2.3 M Completed
2. Acquire new pSeries hardware and consolidate COP $2.9 M Completed
non-standard systems for SDC utility and
management services (approximately 10)
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Develop shared services infrastructure on oP $4.4 M Completed
standardized pSeries servers — includes 36-
month lease for hardware
2.  Consolidate remaining non-standard systems OoP $273 K In Process
onto standardized pSeries hardware and AIX (90%)
operating system
3. Standardize administrative and management OoP $200 K Completed

toolsets
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FY Fund - OP/ Gross

09-11 Program Outcomes Description COP/POP  Estimate $* Status

1. Upgrade pSeries systems to utilize higher OoP $2.5 M/ $0 Agency
capacity and advanced management tools Offered

Reduction

2.  Develop, document, and implement standard OoP $500 K Not Started
operating process for Unix environment

3.  Develop, document, and implement automated OoP $122 K Not Started
monitoring and reporting tools, including
integration into SDC tools

4.  Lifecycle replacement of current pSeries OoP $0 Not Started
systems due to lease expiration

5.  Manage Unix environment to meet service level OoP $0 In Process
requirements by gathering and understanding (10%)
agency service level requirements relative to
systems hosted within the Unix environment

FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Upgrade UNIX systems to utilize advanced TBD $500 K Undetermined
management tools Jan 2010

2. Upgrade Unix systems to supported versions of TBD $500 K Undetermined
AIX and installed applications Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Some systems on end-of-life equipment and operating system, impacting availability and
serviceability as best effort until funding for equipment replacement can be obtained.

Some unsupported legacy applications cannot be moved to the new environment. SDC will need to
determine strategy with agencies relating to risk and impact of support for an unsupported
application.

Staffing operational work and required project work at the same time it impacts service levels.

Staff is nearing retirement which means recruitment and training challenges.
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Program 5. iSeries Consolidation
Manager: Marshall Wells
Description:

This program consolidates the iSeries
systems, along with system tools, utilities,
systems software, and operating systems
used to support the iSeries. Program
targets align with the cost and value
implications of an agreed level of service.
Design efforts consider impact of choices
on reliability, availability, performance,
security, and serviceability. Implementation
efforts stress minimum disruption of service
to customers.

Initial State:

Following migration there were three
iSeries hardware and software
environments. Each system had a different
level of operating system and its own tape
and disk environments, some of which
were no longer under vendor support.

Future State Objectives:

= Consolidate the iSeries environments
onto a single pSeries server that
supports separate logical partitions
(LPARSs) for agency hosting.

The consolidated LPARSs will utilize
shared storage and the enterprise
automated tape library for tape backup.

= Utilize virtualization and management
tools available in the pSeries
environment to provide standardized
management and utilization of
computing capacity

= Consolidate operating system software
and utility software (including those for
backup) into a limited number of
software products and versions. This
consolidation will enable efficient use of
technology, staff, contracts and other
resources to support the consolidated
environment.

Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $ Status
1. Lift and drop in-scope agency servers COoP $1.4M Completed
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP Estimate $* Status
1. Standardize operating system environments OP $44 K Completed
2. Implement and migrate to standard backup and COP Costs Completed
recovery tool, utilizing enterprise automated tape reflected in
library storage tape
upgrade
3. Consolidate non-standard systems onto OoP ~$1.2 M Completed

standardized pSeries hardware and standard

iSeries operating system — 36-month operating

lease
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FY Fund - OP/ Gross

09-11 Program Outcomes Description COP/POP Estimate $* Status

1. Develop, document and implement standard OP $112 K Not Started
operating processes for iSeries environment

2. Develop, document and implement automated OP $30 K Not Started
monitoring and reporting tools, including
integration into SDC tools

3. Implement and migrate development systems to OoP $200 K Not Started
standard SAN via virtualization tools

4. Understand agency service level requirements OoP $0 In Process
relative to systems hosted within the iSeries (10%)
environment and manage iSeries environment to
meet service level requirements

FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP Estimate $ Status

1. Analyze the potential to migrate iSeries to a TBD $350 K Undetermined
common hardware platform with AlX, lease new Jan 2010
system or move to common platform based upon
cost/benefit

2. Implement and migrate production systems to TBD $200 K Undetermined
standard SAN Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Staff is nearing retirement which will result in recruitment, hiring, and training challenges.

Staffing operational work and required project work at the same time it impacts service levels.




STATE DATA CENTER

Program 6: zSeries Consolidation
Manager: Deanna Dyer
Description:

This program consolidates the zSeries
systems, along with system tools, utilities,
systems software, and operating systems
used to support the zSeries. Program
targets align with the cost and value
implications of an agreed level of service.
Design efforts consider impact of choices
on reliability, availability, performance,
security, and serviceability. Implementation
efforts stress minimum disruption of service

storage area networks (SANSs), virtual tape
system and automated tape library. Even
though there was a certain level of physical
consolidation within the mainframe
environments there were no software or
procedural consolidations. Hundreds of
software products at various versions and
with different configurations and support
levels require management.

Future State Objectives:

to customers.

Initial State:

During migration, the SDC consolidated the
mainframes of DAS and DHS onto new

zSeries hardware. ODOT's mainframe ]
moved to the SDC. All three mainframe
environments accessed the enterprise

= Consolidate the zSeries environment

onto a single hardware box.

Standardize software products to
achieve cost savings on purchase and
maintenance fees.

Create a shared services environment
on the zSeries.

Planned Program Outcomes
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Lift and drop ODOT mainframe COP $1.1 K Completed
2. Purchase z990 hardware COP $2.1 M Completed
3.  Migrate DHS and DAS onto z990 hardware COP $2.0M Completed
4.  Upgrade major sub-system software packages, OoP $474 K  Completed
maintaining support and serviceability
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Upgrade mainframe operating system to z/OS OP $0 Completed
1.7, maintaining support and serviceability
2.  Consolidate ODOT/DHS/DAS onto single OoP $29M Completed
enterprise zSeries hardware platform — 36
month lease
3.  Upgrade major sub-system software packages, OoP $110K In Process
maintaining support and serviceability (25%)
4.  Consolidate developer toolset, provide pass OP $1.1M/$0 Tabled

through software savings to the agencies —
Phase 1
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FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
5.  Upgrade mainframe operating system to z/OS OoP $0 In PZrSO(;ess
1.9, maintaining support and serviceability (25%)
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Consolidate and reduce number of installed oP $1.1M/ Legislatively
software products that have redundant functions $480 K  Approved - In
to include developer toolset. Reduce SDC Process
software costs and pass through costs to (10%)
agencies
2. Develop shared services environment OP $0 Not Started
3.  Develop, document and implement standard OP $112 K Not Started
operating process for zSeries environment
4.  Upgrade mainframe capacity to accommodate OP $3.25 M Not Started
increased utilization — two upgrades required in
this biennium
5. Manage zSeries environment to meet service OoP $0 In Process
level requirements by gathering and (10%)
understanding agency service level
requirements relative to systems hosted within
the zSeries environment.
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. Implement shared LPAR environment TBD TBD  Undetermined
Jan 2010
2.  Cost Savings for Websphere j2EE environment - TBD $250 K Undetermined
Implement IBM zAAP Engine (System z Jan 2010
Application Assist Processor)
3. Upgrade mainframe capacity to accommodate TBD $3 M Undetermined
increased utilization Jan 2010
4.  Expand zVM/Linux environment TBD $340 K Undetermined
Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges
Continuing to run z/OS, DB2 on unsupported versions puts agencies at risk for continued
functioning of critical applications.

Multiple software products and versions difficult to support with limited staff. Need to work with
agencies to reduce duplicate function software.

Staff attrition and recruitment challenges puts ongoing support at risk; possible multiple failed
recruitments.
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Program 7. Storage Consolidation
Manager: Gary Kreiger

Description:

This program consolidates the storage
systems, along with system tools, utilities,
systems software, and operating systems
used to support storage. Program targets
align with the cost and value implications of
an agreed level of service. Design efforts
consider impact of choices on reliability,
availability, performance, security, and
serviceability. Implementation efforts stress
minimum disruption of service to
customers.

Initial State:

After migrations, the SDC managed
multiple storage and backup systems.
Some storage systems did not migrate to
the SDC, waiting instead for the SDC to
purchase standard technology and
capacity. Agencies used various methods
and contracts to do off-site backup and
archival (e.g., Burns Backup facility, Iron
Mountain). Tape backup systems were in
need of upgrades and additional capacity.
Disk storage on Storage Area Network
(SAN) technology varied by agency and
was at or near end of life, needing
upgrades and additional capacity for
regular continued operations. Storage
practices were minimal, resulting in large
volumes of identical data to store, manage,
backup, and archive.

Future State Objectives:

* Implement enterprise processes and
technologies to manage disk, tape, and
off-site backup storage systems.

= Implement a shared SAN to provide
over 435 terabyte (TB) of immediate
access to data. Implement technologies
and process to reduce the amount of
storage needed while meeting all
agency storage requirements.

* Implement an enterprise class virtual
tape system and automated tape library
to provide a means to back up data
needed for system or historical
recovery needs.

= Ensure that the tape system
technologies can expand to manage
and handle up to 500,000 virtual tapes
and 7,000 physical tapes for off-site
storage.

= Consolidate and provide a single off-
site backup service that meets
agencies’ requirements and lowers
former off-site backup costs.

* Implement solutions for storage
capacity planning, chargeback and
billing, utilization, data security, and
minimization or elimination of storing
identical data.

Planned Program Qutcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $ Status
1. Purchase and install 435 TB of tiered storage COP $2.2M Completed
2. Purchase and install virtual tape system (VTS) COP $2.0M Completed
3. Purchase and install automated tape library COP $2.6 M Completed
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $* Status
1. Purchase and install additional storage for COP $10 M Completed

agency capacity needs
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FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP Estimate $* Status
2. Implement enterprise data backup system COoP $1.5M Completed
3. Implement Cisco fabric OP $650 K Completed
4, Upgrade automated tape library drives for POP $2.1M Tabled
capacity and to enable tape encryption
5. Implement limited tape library drive upgrade OP $500 K Completed
6. Implement planning, billing, and chargeback OP $500 K Completed
methodology
7. Replace equipment per lifecycle replacement POP $500 K Tabled
plan
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP Estimate $* Status
1. Implement hierarchal storage management OP $1.0M Not Started
2. Implement data de-duplication OoP $1.0 M/ $500K Legislatively
Approved - In
Process
(10%)
3. Complete tape drive upgrades OoP $500 K Not Started
4, Implement tape encryption on tape library OP $100 K/ $0 Legislative
Elimination
5. Implement SAN storage encryption oP $100 K/ $0 Legislative
Elimination
6. Implement test SAN OoP $150 K/ $0 Legislative
Elimination
7. Work with Agencies to help reduce their data OoP $512 K In Process
stored on SAN Storage- FTE costs (10%)
8. Increase storage capacity to meet customers’ OoP $2.0M/$0 Agency
needs Offered
Reduction
9.  Replace equipment per lifecycle replacement POP $1.0M /30 Legislative
plan Elimination
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FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP Estimate $ Status
1.  Replace SAN equipment per lifecycle TBD $2.0M Undetermined
replacement plan Jan 2010
2. Refresh external SAN Storage equipment per TBD $1.5M Undetermined
lifecycle replacement plan Jan 2010
3. Implement archiving solution TBD $2.0M Undetermined
Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Due to Legislative budget reductions, the SDC is not able to work on the following programs:
implement tape and SAN storage encryption, implement test SAN, and replace equipment per

lifecycle replacement plan.

Growing demand for longer data retention periods (e-discovery) without having the archiving

capacity or resources.

Getting agencies to commit to reducing data that is no longer needed.
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Program 8:
Manager:

Operations Consolidation
Bryan Nealy

This program consolidates the tools and
utilities needed to operate the SDC
infrastructure and operating systems.
Program targets align with the cost and
value implications of an agreed level of
service. Design efforts consider impact of
choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

There was no consolidation of tools or
utilities to support operations during the
migration to the SDC. The SDC inherited a
variety of tools and methods of operation
from agencies. Migration to the data center
significantly disrupted ad hoc infrastructure

operations present in the agencies prior to
migration. No common tools were present
for receiving and tracking customer agency
requests, monitoring infrastructure, or
managing common infrastructure.

Future State Objective:

= Establish an enterprise operations
environment to achieve efficiencies in
service and cost, and to proactively
prevent or minimize disruptions across
the enterprise.

The primary goal will be to move from a
reactive to proactive approach. Future
efforts will standardize and consolidate
tools.

Planned Program Outcomes
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Establish basic service desk and tools OoP $457 K Completed
2. Implement open source monitoring toolset in OoP ~$10 K Completed
network infrastructure
3.  Transfer ad hoc operational responsibility to OoP $72 K Completed
SDC staff
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Expand implementation of open source OoP ~$15 K Completed
monitoring toolset to provide initial enterprise-
wide event management functions
2.  Establish the Enterprise Service Operations OoP ~$50 K Completed
Center and toolsets at the initial functional level
3. Initial phase to implement enterprise toolsets to oP ~$329 K Completed

monitor and manage licensed software, map
applications infrastructure to devices, and detect
changes across the SDC infrastructure complete
(Phase 2 deployment is addressed under
Disaster Recovery for FY 2009-2011)
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FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Incorporate initial security operations into OP ~$50 K Not Started
enterprise service operations
2. Establish minimum operations to begin to OoP ~$100 K Not Started
manage availability, utilization and capacity
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. TBD TBD TBD Undetermined
Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Toolsets for monitoring all infrastructure are in place, but still siloed by technical area. The challenge
is to integrate those tools and processes to achieve consistency and an enterprise-wide service
oriented view.
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Focus Area 2 — Staffing and Workforce Management

This section includes a staffing report that covers the past year and projected staffing for the
next annual period. The report includes the identification of initial positions transferred to the
SDC, position changes and the basis for position changes.

Under the Staffing and Workforce Management Focus Area, SDC management will create a
staffing plan that ensures SDC meets the established service levels for each service area,
completes customer requests in a timely manner and achieves defined objectives in the area
of consolidation at the lowest possible cost.

STRATEGIC GOALS

G1-Create a staffing plan to initiate services after migrations from agencies to the SDC

G2-Provide skilled staffing to support base operations, agreed services and service levels,
growth of existing services, and approved projects aimed at reducing costs and complexity

OBJECTIVES
The program for this focus area will:

= |mplement resource planning and management to assess and adjust staffing needs to
effectively meet the initial state and ongoing growth and expectations set by service levels

= Define the initial state of staffing for the SDC

= Define the future state of staffing and to what degree staffing can meet the program areas in
this and other focus areas

= Provide the framework for resource planning to support SDC operations and programs, which
are planned in stages and evolutions that are progressively detailed over the timeframe of this
strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the staff planning program area, maturity
expectations, funding and other dependencies

=  Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and schedule to deliver
services annually, at agreed service level, or dependent programs
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Staffing & Workforce Management Maturity Model

2010-11
2009 Position Level 4
Position
I S Level 3 | Velue
o Service
2006 Position Level 2 « Staffing plan
Position Level 1 | Proactive MERED
Level O Reactive « Replacement aptprloved sefvice
Chaotic « 31 round staffing catalog
« SDC rotational| Staff for * Succession
staffing specialties planning Profit Management
« 1st round staff | *Internal
from CNIC training and [ Business Management
affected list comimunicas
« 2nd round staff | tion plan Service Delivery Process Engineering
for tech gaps
« Little or no [ Service and Account Management
staff dev.
opportunities [ Operational Process Engineering
—[ Tool Leverage
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FOCUS AREA 2: STAFFING AND WORKFORCE MANAGEMENT

Program 9: Staffing Plan and Report

Manager: Darin Rand

Description:

Under the Staffing and Workforce "

Management Focus Area, SDC
management has outlined an estimate of
the staffing outcomes to meet the support
of base operations, agreed services and
service levels, growth of existing services,
and approved projects.

Initial State:

Preliminary estimates for staffing at the
SDC grossly underestimated the staff
required to migrate agency applications to
the SDC, consolidate agency application
infrastructure and ensure ongoing
administration and operations for the
expectations and coordination of an
enterprise shared service. Initial staffing
plans assumed DAS would perform some
services including administration,
contracting, finance and account
management. Initial staffing plans did not
account for the amount of managed
coordination, communications, processes,
time and data required for ongoing shared
services. These types of obstacles caused .
delays in achieving the consolidation

objectives planned to reduce staffing needs

or offer additional services with the same

staffing levels. The obstacles also created

the need to use significant amounts of

overtime and vendors to attempt to meet

basic service needs as staff worked other

issues or other issues stalled.

Future State Objectives:

Provide staffing levels that map to the
agreed services and service levels that
are consistent with industry standards
to the degree possible. Staffing is one
of the most significant issues facing
data center management today. A
severe shortage of particular skill sets
currently exists and may worsen due to
retirements. (AFCOM, a leading
professional association in IT data
center management, anticipates that
retirements will shrink the pool of
gualified senior-level data center
technical and management
professionals by 45 percent by 2015.)

Provide adequate staffing levels to
achieve the planned consolidation
benefits and efficiencies that would
reduce: 1) staff requirements for
existing services, 2) requirements for
significant overtime and vendor support
for regular operations and, 3) reduce
staffing associated costs.

Monitor staffing to gaps in service
levels and use contracted resources
until achieving efficiency resolutions or
regular legislative processes approve
permanent increases to staffing.

Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Determine in-scope positions oP '\!Ot Completed
Available
2. Acquire staff to support agency migrations and OP Not Completed
initial support through contract or job rotations Available
3. Hire round 1 staff to support technical oP '\!Ot Completed
environments migrated to SDC Available
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FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $ Status
4, Hire round 2 staff to support gaps in technical OP Not Completed
positions needed Available
5. Hire round 3 staff to support in specialty areas — i.e. oP '\!Ot Completed
process, architecture, account management, Available
service desk
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Monitor and adjust staffing to critical gaps in OP $0 Completed
operations and consolidations where feasible
2. Mitigate critical staff gap shortages through OoP $5.6 M Completed
overtime, on-call, contracted support, limited
duration positions and professional services
3. Provide training to staff on newly deployed OP $285 K Completed
technologies and other required skills essential to
customers, service support and new processes
4, Add 4 FTE to manage the state e-mail hub, POP $820 K Tabled
message filters, encryption, spam and virus
protection in the Security program
5. Add 1 FTE to support mainframe operations POP $198 K Tabled
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Acquire 2 additional positions for storage program POP $549 K Legislatively
gap Approved
2. Add 20 FTE across the SDC to support POP $3.4M Agency
understaffed functions Offered
Reduction
3. Mitigate critical staff shortages through overtime, OP $29M Legislatively
on-call, contracted support, limited duration Approved
positions and professional services
4, Provide training to staff on newly deployed OP $299 K Legislatively
technologies and other required skills essential to Approved
customers, service support and new processes
5. Development of staffing plan for integration of 7 POP $1.3 M Legislatively
FTE to support long term support of new agency Approved
projects implemented in 2009-11
6. Development of mitigation plan for reduction of 6 OoP ($1,256,301) Agency
FTE Officered
Reduction
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP Estimate $ Status
1. Provide training to staff on newly deployed OP $299 K Undetermined
technologies and other required skills essential to
customers, service support and new processes
2. Define potential future POP to meet customer POP TBD Undetermined
requirements through the agency budget
development process
3. Mitigate critical staff shortages through overtime, OP $2.9M  Undetermined

on-call, contracted support, limited duration
positions and professional services
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* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Balancing customer requests, process improvement, succession planning and consolidation
with limited available staff.

Mitigation strategies for the 6 positions lost through legislative reduction.

Maintaining staff skills with limited training budget; limited budget for staff augmentation and
professional services.

SDC Staffing Report

The following illustrates SDC staffing by categories: actual FTE, actual OT, temporary FTE, and
best practice FTE.

Temporary FTE — Represents the contracted or rotational FTE used to augment permanent
staff in the primary functions. Typically used where a position is difficult to fill or where
bottlenecks exist due to volume of work. It also represents overtime FTE.

Best Practice FTE — Represents industry practice from government research. In a couple
areas where a government industry practice with common measurements cannot be found, a
state standard is used. Government research and figures were sited from:

! Attribution from published research:
Gartner, Inc. IT Key Metrics Data 2008: Key Industry Measures: Current Year: Government
Analysis, Linda Tracy, Jamie K. Guevara, Oliver Harcourt, and Eric Stegman, 12/10/2007

Primary Functions - The following outlines the 12 primary functions performed at the SDC.

1. Mainframe: The primary skills or roles required to support the this environment are expert

knowledge of mainframe operating systems, databases, application servers, backup and
recovery tools, storage systems, and monitoring and reporting tools; ability to design, plan,
implement, manage and troubleshoot all aspects of the above systems; customer
management; project management; script writing, and communications.

Best Practice staffing level is the industry standard*
Staffing Levels: Best Practice — 21 FTE, Actual — 15 FTE

Storage: The primary skills or roles required to support the 435 terabytes of tiered storage
and data classifications are data management, design, consolidation, provisioning,
monitoring, and maintenance

Best Practice staffing level is the industry standard®
Staffing Levels: Best Practice — 21 FTE, Actual — 10 FTE

Server Support: The primary skills or roles required to support the 1500+ Windows, Novell
and Linux servers located in the SDC and at remote locations are server administrators,
design, hardware and software provisioning, consolidation, monitoring, patching, and
maintenance.

Best Practice staffing level is the industry standard®
Staffing Levels: Best Practice — 43 FTE, Actual — 24 FTE
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4.

Mid-range Support: The primary skills or roles required to support the mid-range
environment are expert knowledge of mid-range operating systems, databases, application
and Web servers, backup and recovery tools, monitoring and reporting tools, system
security, and storage management tools; ability to design, plan, implement, manage and
troubleshoot all aspects of the above systems; working knowledge of networking; customer
relationship management; project management; script writing; and communications.

Best Practice staffing level is the industry standard*
Staffing Levels: Best Practice — 20 FTE, Actual — 12 FTE

Network Support: The primary skills or roles required to support the state’s network are
ability to design, manage and troubleshoot area networks, network infrastructure, and
secure networks; ability to manage and troubleshoot voice over IP infrastructure and video
conferencing; expert knowledge of network and security hardware and software; working
knowledge of network management tools; script writing; and customer relationship
management.

Best Practice staffing level is the industry standard®
Staffing Levels: Best Practice — 31 FTE, Actual — 27 FTE

Operations Support: The primary skills or roles required to perform operations functions
are mainframe console operations; tools configuration and scripting; batch scheduling;
analytical problem solving; ability to maintain interpersonal relations; shipping and receiving
experience; ability to physically set up equipment; data center power and network cabling
expertise; broad technical experience to respond to service disruptions in a diverse network
and computing environment; customer service, and communications.

Best Practice staffing level based on analysis of the workload associated with
running the SDC’s 24X7 operation, analyzing performance levels, and staff counts
prior to reorganization

Staffing Levels: Best Practice — 30 FTE, Actual — 25 FTE

Administrative: The primary skills or roles required to provide administrative support to
ensure the daily operations of the SDC are greeting customers, human resources
administration, scheduling, and general executive administrative support.

Best Practice staffing is a frequently used ratio of one administrative staff to every
20 staff

Staffing Levels: Best Practice — 8 FTE, Actual -5 FTE

Managers: The primary skills or roles for this function are budgeting; policymaking and
implementation; staff planning; recruitment and retention; labor and human resources
relations; supervision; contracting, strategic planning and implementation; and relationship
and technical management of data center operations, engineering, architecture, systems
and process.

Best Practice staffing is a frequently used ratio of one manager to 10 staff
Staffing Levels: Best Practice — 15 FTE, Actual — 10 FTE

Voice Support: The primary skills or roles to support the state’s telephony services to 700
state agency locations are knowledge of telephony engineering, ability to develop service
delivery solutions, project management and vendor management.

Best Practice staffing based on performance levels with prior staff counts prior to
reorganization

Staffing Levels: Best Practice — 11 FTE, Actual -5 FTE
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10.

11.

12.

13.

Customer Support: The primary skills or roles to support account management, service
desk, and communications are customer relationship management, facilitation, conflict
resolution, customer advocacy, Web page administration, customer and contact
management, customer service, leadership, team work, interpersonal and prioritization
skills.

Best Practice staffing based on analysis of the workload associated with providing
this service, including the 24X7 operation of the SDC service desk and
communications center

Staffing Levels: Best Practice — 19 FTE, Actual — 18 FTE

Architecture: The primary skills or roles for this function are the ability to document and
articulate the SDC's future vision, produce strategies to guide the SDC in accomplishing the
vision; leadership; teamwork; facilitation; interviewing; negotiation; modeling; presentation;
analysis; pattern and relationship recognition; creative and critical thinking; planning at the
strategic, tactical, and project level; knowledge of IT business and technical environments,
and ability to work under stress.

Best Practice staffing is one technical architect, one process architect, and one
business architect

Staffing Levels: Best Practice — 3 FTE, Actual — 2 FTE

Business Controls: The primary skills or roles to support all financial transactions for the
SDC are contract solicitation, contract management, vendor management, invoice
payments, chargeback processes, financial analysis, software license management, data
management, and ability to work under stress.

Best Practice staffing based on comparable agency levels
Staffing Levels: Best Practice — 12 FTE, Actual — 10 FTE

New Agency Projects: Legislative approved additional FTE for the ongoing support of new
and modified agency applications. The SDC will be working with agencies to refine the
scope and impact of these projects and identify where these positions will be located.

Staffing Levels: Best Practice — Not Available, Actual — 7 FTE

37



STATE DATA CENTER

50
State Data Center 2009 Staffing Chart

FTE Count

SDC Domains

Budget reductions reduced total FTE count by 6.
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Focus Area 3 — Cost Recovery and Rates
Management
This section includes a cost-recovery plan and rates that assesses the effectiveness of cost

recovery for the past year, and provides expected rates for the future year; and addresses
changes in financial plans and rates as a result of operating experience.

Under the Cost Recovery and Rates Management Focus Area, SDC management will:

= establish a framework to determine the baseline expenses required to operate the SDC at
the established service levels

= equitably distribute the expenses based on usage and service overhead

= ensure that investment decisions align with agency business plans for services and growth
requirements

STRATEGIC GOALS

G1-Protect agency budgets from large, unpredictable swings
G2-Fully fund the SDC

G3-Adhere to OMB A-87 principles

OBJECTIVES
The program for this focus area will:
= Define the initial state of cost recovery and rate planning

= Define the future state of cost recovery and rate planning and to what degree they will be
implemented for the program area

= Provide the framework for cost recovery and rate planning in support of system usage,
operations, growth, and programs, which are planned in stages and evolutions that are
progressively detailed over the timeframe of this strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the cost recovery and rate implementation program
area, maturity expectations and other dependencies

=  Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, madifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree cost recovery and rates will mature

= Align investment decisions with agency needs
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that

the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Cost Recovery & Rates Management Maturity Model

Level 4

Value
- TBD

Profit Management

[ Business Management

Service Delivery Process Engineering

2010-11
2009 Position
2008 Position
2007 Position Level 3
2006 Position L] 2 Se.rV|ce
Position * Alignment of
Level 1 i
Proactive service catalog
i and pricin
Levgl 0 Reactive * Rates based on P 9
Chaaotic * Chargeback | yroven history
« Initial rate tool « License
assessment implemented|  \janagement
based on « Initial history-| 154
customer IT based rates implemented
budgets * Procurement
System
implemented
{ Service and Account Management

[

Operational Process Engineering

1

Tool Leverage

— A A A _A_A
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FOCUS AREA 3: COST RECOVERY AND RATES MANAGEMENT

Program 10: Cost Recovery and Rate
Implementation

Manager: Darin Rand

Description:

This program implements cost recovery
using rate models to recover costs
associated with delivering services at
agreed upon service levels. This includes
the equitable distribution of costs to users of
specific services; the recovery of ongoing
costs required to maintain the infrastructure
used to provide the service including
equipment replacement lifecycles, additional
capacity needed for growth in existing
applications and funding for providing
services to new locations or for new
customer applications.

Initial State:

FY 2003-2005 budget figures provided by
agencies outlined past spending for in-
scope services and determined the “initial
state” cost recovery model. The broadly
defined original scope led to a variety of
interpretations when agencies identified in-
scope services and associated budgets.
The level of budget detail provided varied
significantly. Most agencies provided very
high-level figures to cover all components,
such as hardware, FTE, software, and
personal services. Some agencies provided
detail to the level of specifying each type of
software license, hardware component,
FTE, etc. After lift and drop migrations, it
was not possible to match actual detailed
costs to determine if the budgets provided
had covered the costs in the past. In every
case when asked, agencies answered the
previous budgets had covered the cost;
however, the bills quickly indicated that
there were significant gaps. For these
reasons, the finance committee of the
Director’s Advisory Board developed an
assessment model based on actual costs of
providing services and paying bills to
recover costs from customer agencies.
Shortly thereafter, a federal audit indicated
the need to implement a usage-based

model immediately, incorporating the
historical data available. The finance
committee developed an initial usage-based
rate model that the SDC implemented upon
governing board approval.

Future State Objective:

Produce a usage-based cost recovery and
rate model that aligns with services, service
levels, and tiers of services and that
promotes cost value decisions of the
business requirements needed to support
customers’ applications and technical
support needs. For example, business
requirements will drive cost value decisions
on which tier of storage and backup, or
network bandwidth to deploy. Rates should
also support business decisions and
behaviors that promote overall cost
reductions such as shared or virtual
environments versus the more expensive
dedicated and custom environments. In
addition, the cost recovery and rate model
must accommodate and plan for growth in
current service capacity and technology
replacement to maintain technical service
level requirements.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Establish assessment-based cost recovery OP Not Completed
Available
2.  Establish Finance Committee OoP Not Completed
Available
3.  Deploy usage-based collectors for billing on oP NOt Completed
DHS LPAR and ODOT mainframe Available
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Migrate from assessment-based to rate-based oP ’\!Ot Completed
cost recovery Available
2. Review rates and adjust as determined by OoP Not Completed
Finance Committee — Dec 07, Jun 08, Dec 08 Available
3. Develop rate methodology and rate setting for oP ’\!Ot Completed
FY 2009-2011 Available
4.  Develop unified billing methodology for job OoP Not In Process
cards, account structure and user identification Available (50%)
on mainframe
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Refine rate methodology to identify all unique oP NOt In Process
costs associated with specific agencies versus Available (10%)
those costs shared by all agencies
2. Review rates and adjust as determined by OoP '\!Ot Not Started
Finance Committee Available
3.  Migrate from capital purchase to operating lease oP N_Ot In Process
model for high value equipment needs Available (10%)
4.  Migrate voice and network billing to TUAM OoP Not Not Started
(formerly CIMS) Available
5. Benchmark SDC rates and rate methodologies oP Not Not Started
against similar entities Available
6.  Mature tools for budget planning and rate oP ’\!Ot Not Started
development Available
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. Refine rate methodology to identify all unique OoP TBD Undetermined
costs associated with specific agencies versus
those costs shared by all agencies
2.  Review rates and adjust as determined by oP TBD Undetermined

Finance Committee

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges
Lack of historical data for rate modeling.

Requirements for growth in existing or new applications not provided by agencies, requiring
SDC to forecast without sufficient information.

Rate methodologies are generally not understood or accepted by customer management and
staff.

Large agency requirements may result in small agency disenfranchisement.
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FY 2009-11 SDC Rates approved by Advisory Board August 24, 2009

2009-11 Oregon State Data Center Rates

Proposed
July 1, 2009 Methodology Changes for 2009-11
Rate
Approved Revisions Changes affecting rates from the 5/11/2009
Current Jan] Rates for July Recom- rate model to the
1, 2009 - 1, 2009 mended by proposed 7/20/2009 rate model
Final 2007-| Final 2008-| June 30, (Adopted Finance are listed below in italics under
Item Billable Unit| 08 Rate 09 Rate 2009 Rate | 5/11/2009) | Committee each domain
Computing
Distributed Systems
Continue current methodology with updated counts.
Count taken 3/30/2009. Beginning July 1, 2009,
Server Hosting- Per Box, Per count will be taken monthly. Software specific to
In House o Month $630.00 $648.00 $520.00 $672.36 $604.43 | customer charged back monthly.
Approximately 40 servers added to count. These
servers support various functions of SDC domains
and will be charged back to those domains.
Server Hosting- Per Box, Per n/a n/a n/a $570.04 $499.78 Establishes per remote'server per month rate. Couqt
Remote Month taken 3/30/2009. Beginning July 1, 2009, count will

be taken monthly. Software specific to customer
charged back monthly.

Midrange

Notable change of methodology from per normalized
CPU per box rate to number of allocated units per
customer basis. Count taken July 2009 caused shifts
in revenue between agencies. As the CPU counts
decline, the rate increases. The SDC provided an
analysis based on current counts in an effort to align
costs with agency budgets to the greatest extent
possible. Beginning July 1, 2009, counts are locked
for 12 months. SDC will monitor capacity on a
monthly basis.

Per number
Midrange Hosting allocated units| $296.00 $296.00 $296.00 $530.92 $571.28
per customer

Software specific to customer will be charged back

monthly.
Mainframe
$0.85 per Changes “per CPU per second per day" to “"per CPU
Per CPU $0.76 $0.76 CPU second per minute per day" calculation. Methodology
Mainframe Hosting | Minute, per i 2PN [0.85* 60 $59.33 $68.92 |remains the same. Software costs part of base.
CPU second | CPU second —
day sec = $51.00|
per minute] Normalization rate (1.21) was removed. The net
effect is CPU counts decrease but the unit cost
increases, with no impact to agency budgets.
Data Storage
. Gigabytes
Storage - Disk
(GB) per $3.37 $3.37 $1.52
(CURRENT RATE) T Errrie e

Charges based on amount allocated for customer on
Tier 1 Storage. Count for rate based on March 2009

Storage -

Tier 1g(Disk) GB per Month n/a n/a n/a $0.84 $0.80 averages. Beginning July 1, 2009, count will be
taken monthly.
Other changes result of general changes (see last
page).
Charges based on amount allocated for customer on
Tier 2 Storage. Local Storage for Distributed

Storage - Systems, iSeries and pSeries will be charged at Tier

N . GB Month 1/ .53 0.51 y
Tier 2 (Disk) per Mon n/a 0 $ 2 rate. Count for rate based on March 2009

averages. Beginning July 1, 2009, count will be
taken monthly.

Storage units to exclude SDC overhead storage.
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LAN Charges

Methodology changed from “per FTE" to "per Active
Port (Connected, In Use)" basis. Counts taken
5/6/2009 were not refreshed in July. Continue to
use the 5/6/2009 count because of inability to
Per Active accurately collect data in networks from non-
Used Port per standard network equipment. This will be revisited
LAN Charges site $9.00 $9.00 $29.00 $8.10 $8.10 in January 2010.
Core and Remote Combined Bandwidth Charges
9.6 Kb Per Month $91.50 $91.50 $91.50 $106.75 $92.75
56 Kb Per Month $188.75 $188.75 $188.75 $220.25 $191.50
256 Kb/DSL 256 Kb Per Month $315.25 $315.25 $315.25 $368.00 $319.75
384 Kb Per Month $343.25 $343.25 $343.25 $404.75 $351.75
768 Kb Per Month $403.50 $403.50 $403.50 $471.00 $409.25
896 Kb/DSL 896 Kb Per Month $409.50 $409.50 $409.50 $478.00 $415.25
1.5 Mb Per Month $440.75 $440.75 $440.75 $514.50 $447.00
2 Mb Per Month n/a n/a $518.75 $605.50 $447.00
3 Mb Per Month $567.25 $567.25 $567.25 $662.00 $575.25
4.5 Mb Per Month $662.00 $662.00 $662.00 $772.50 $671.25
5 Mb Per Month $724.25 $724.25 $724.25 $845.25 $734.50
6 Mb Per Month $819.25 $819.25 $819.25 $956.25 $830.75
9 Mb Per Month $914.00 $914.00 $914.00 $1,066.75 $927.00
10 Mb Per Month $944.75 $944.75 $944.75 $1,102.50 $958.00
15 Mb Per Month $1,008.00 $1,008.00 $1,008.00 $1,176.50 $1,022.25
20 Mb Per Month $1,071.25 $1,071.25 $1,071.25 $1,250.25 $1,086.50
25 Mb Per Month $1,134.50 $1,134.50 $1,134.50 $1,324.00 $1,150.50 |Combined Core and Remote. Secu rity Costs moved
30 Mb Per Month | $1,197.75 | $1,197.75 | $1,197.75 $1,398.00 $1,214.75 |to SDC Administrative overhead. February
35 Mb Per Month n/a n/a $1,244.75 $1,452.75 $1,262.25 _|bandwidth charges used as base count for rate
40 Mb Per Month n/a na $1,203.00 | $150850 | $1,310.75 |cAculation purposes.
45 Mb Per Month | $1,323.25 | $1,323.25 | $1,323.25 $1,544.25 $1.342.00 _|1p,¢ spc Finance Committee recommends changing
50 Mb Per Month | $1,386.50 | $1,386.50 | $1,386.50 | $1618.25 | $1.406.00 e 2 mb rate from $526.00 to match the 1.5 Mb
55 Mb Per Month n/a n/a $1,440.25 $1,681.00 $1,460.50 |rate of $447.00 to reflect migration from frame relay
60 Mb Per Month n/a n/a $1,496.25 $1,746.25 $1,517.50 |to Ethernet technology that is not available at 1.5
65 Mb Per Month n/a n/a $1,554.25 $1,814.00 $1,576.25 [Mb.
70 Mb Per Month n/a n/a $1,615.50 $1,885.50 $1,638.25
75 Mb Per Month n/a n/a $1,678.00 $1,958.50 $1,701.75
80 Mb Per Month | $1,839.00 | $1,839.00 | $1,839.00 $2,146.25 $1,865.00
85 Mb Per Month n/a n/a $1,852.50 $2,162.00 $1,878.75
90 Mb Per Month n/a n/a $1,864.75 $2,176.25 $1,891.00
95 Mb Per Month n/a n/a $1,878.25 $2,192.00 $1,904.75
100 Mb Per Month $1,890.50 $1,890.50 $1,890.50 $2,206.50 $1,917.25
200 Mb Per Month $2,017.00 $2,017.00 $2,017.00 $2,354.00 $2,045.50
300 Mb Per Month n/a n/a $2,158.25 $2,519.00 $2,188.75
400 Mb Per Month n/a n/a $2,309.50 $2,695.50 $2,342.25
500 Mb Per Month n/a n/a $2,471.25 $2,884.25 $2,506.25
600 Mb Per Month n/a n/a $2,644.00 $3,085.75 $2,681.25
700 Mb Per Month n/a n/a $2,829.50 $3,302.25 $2,869.50
800 Mb Per Month n/a n/a $3,027.25 $3,533.00 $3,070.00
900 Mb Per Month n/a n/a $3,238.50 $3,779.75 $3,284.25
1 Gb Per Month $3,428.50 $3,428.50 $3,428.50 $4,001.50 $3,344.00
Provisioning Charge on Pass-through Costs
Dollar-for- Dollar-for- Dollar-for- Dollar-for-
Dollar plus | Dollar plus | Dollar plus Dollar-for- Dollar plus
Charges on Pass- Per Site 5% 5% 5% Dollar_p_lus_ 5% 5% No changes to methodology for 2009-11.
through Costs T . . Provisioning L
Provisioning | Provisioning | Provisioning Provisioning
Fee Fee Fee Fee Fee
Voice Services
No changes to methodology for 2009-11; rate based
Per Set, Per on February count of 32,341 handsets in use.
Phone Set Month $37.38 $37.38 $37.38 $33.24 $30.00  |counts refreshed monthly.
Changes result of general changes (see last page).
Phone rates rounded to the nearest $0.25.
Billed on a
Pass-through charges| dollar-for- n/a n/a n/a n/a n/a No changes to methodology for 2009-11.
dollar basis
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Focus Area 4 — Energy and Power Management

This section includes an energy report that provides an energy consumption baseline for SDC
operations, reviews actions taken and energy saved during the past year, and projects energy
consumption for the upcoming year as well as planned actions during the upcoming year
related to energy consumption.

Under the Energy and Power Management Focus Area, SDC management will proactively
plan and manage energy consumption as a critical component for reliable, efficient and cost
effective data center operations.

STRATEGIC GOALS

G1-Develop and manage to an energy plan that addresses projected ongoing energy needs
and energy conservation opportunities

OBJECTIVES
The program for this focus area will:
= Define the initial state of energy management at the SDC

= Define the future state of energy management and to what degree it will be implemented for
the program area

= Provide the framework for energy management in support of operations, growth, and
programs that are planned in stages and evolutions that are progressively detailed over the
timeframe of this strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the Energy and Power Management focus area
maturity expectations and other dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, madifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree energy management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Energy & Power Management Maturity Model

2010-11
2009 Position Level 4
2008 Position L
evel 3
2007 Position ] Value
e | Service « TBD
2006 Position Level 2 « Formal capacity
Position Proactive planning
Level 1 « Consolidation
Level O Reactive and
Chaotic « Recognition conservation
« Abundance of dwindling * Initial capacity Profit Management
of capacity, capacity planning and <
little or no « Monitoring growth mgmt. [ Business Management
thought to usage and processes <
limits growth *Green IT Service Delivery Process Engineering
« Initiating initiatives {
power [ Service and Account Management
reduction <
technigues [ Operational Process Engineering
v
)
l Tool Leverage
J
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FOCUS AREA 4: POWER AND ENERGY MANAGEMENT

Program 11: Energy Management
Manager: Bryan Nealy

Description:

This program proactively plans for and
manages energy consumption as a critical
component of reliable, efficient, and cost-
effective data center operations.

Initial State:

When the CNIC project team received
turnover of the data center facility to begin
migrations, there was an assumed
abundance of power capacity, with little or
no thought to limits. No formal power
management tools were in place, other
than those in operation at the facility level.
The granular information needed to

manage power consumption and planning
effectively within the data center was not
available.

Future State Objective:

= Monitor, manage and plan energy
consumption and power usage as an
ongoing component of data center
operations. Include considerations for
power consumption in decisions on
standards, architecture, and service
solutions. The SDC will proactively
seek energy conservation opportunities
and participate in sustainability and
green initiatives.

Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1.  Establish the minimum manual monitoring of OoP Not Completed
power usage and growth in order to function Available
2. Provision power for all equipment moved into the COP $335K Completed

SDC during the initial lift and drop migrations, as
well as new equipment for initial capacity such
as the tape library and enterprise storage arrays

FY Fund - OP/ Gross

07-09 Program Outcomes Description COP/POP  Estimate $* Status

1. Engage engineering firm to provide an estimate OoP ~$5 K Completed
and strategy for increasing the power capacity in
the SDC

2. Prepare and submit proposal for consideration of POP ~$10 K Completed
doubling the power and cooling capacity of the
SDC

3.  Provide ongoing power consumption reduction OoP Costs Completed

through consolidation and virtualization

techniques

reported for
each
platform
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FY Fund - OP/ Gross

09-11 Program Outcomes Description COP/POP  Estimate $* Status

1. Purchase and implement power monitoring OP ~$60 K - In Process
toolset for the equipment on the raised floor to $80 K (10%)
support power management and formal capacity
planning

2.  Explore energy conservation opportunities. OoP ~$100 K - In Process
Possible candidates are hot aisle enclosures $500 K (10%)

and creating different temperature zones in the
raised floor area

3.  Develop infrastructure capacity strategy based OP $0 In Process
on computing and storage forecasts (10%)

4.  Provide ongoing power consumption reduction OoP $0 In Process
through consolidation and virtualization (10%)
techniques

FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1.  Provide ongoing power consumption reduction OoP Costs Undetermined
through consolidation and virtualization reported for
techniques each

platform
2. Implement infrastructure capacity strategies TBD TBD Undetermined
Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

The CIO and Advisory Board approved power reduction plan requires a cooperative and aggressive
effort by both the SDC and agency customers to consolidate and virtualize computing and storage
infrastructure. Risks of delay include the inability to meet capacity growth demands as well as
potential power shortages for existing systems.
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Power Consumption Summary Chart

The following chart summarizes past power consumption based on actual readings and
projected consumption based on known factors. The horizontal line at the top of the chart
(6000 amps) is 100 percent power capacity on the raised floor; the middle horizontal line (4850

amps) is 90 percent capacity, and the bottom line (4325 amps) is 80 percent. Industry

recommendation for normal ongoing operations is near the 80 percent mark. The dots and
connecting line represent consumption: left of the vertical “you are here” line represents actual
consumption; right represents projections based on known power impacts.

The chart receives weekly updates. SDC management uses the chart as an informational tool
for power consumption planning and tracking.
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Focus Area 5 — Customer and Service Level
Management

This section includes customer service activities that measure agency service levels and
describe actions taken to improve and meet agency service needs.

Under the Customer and Service Level Management Focus Area, SDC management will:
= establish service level agreements with customer agencies

= administer those services to agreed service levels via management, methods, technology,
staffing and funding efforts

= provide information on what level of service to expect from each SDC service (e.qg.,
availability, delivery times, incident response, etc.)

= address in the agreement what actions to take when services fail to meet agreed service
levels
STRATEGIC GOALS

G1-Develop and maintain a service catalog that represents agreement of the services
provided and to make sure that the agreed level of IT service provision is attained

G2-Establish measurable service levels for each service offering; establish tools and methods
to determine performance against established service levels

OBJECTIVES
The program for this focus area will:
= Define the initial state of service level management

= Define the future state of service level management and to what degree it will be implemented
for the program area

= Provide the framework for service level planning in support of agreed services, operations,
staffing, growth, and programs that are planned in stages and evolutions that are progressively
detailed over the timeframe of this strategic plan

= Develop the process for service level management, including planning, coordinating,
supplying, agreeing, monitoring and reporting on service level agreements (SLAs) and
ongoing review of services rendered

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the service level maturity expectations and other
dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, madifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree service level management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Customer & Service Level Management Maturity Model

2010-11
2009 Position Level 4
Position
2008 Level 3 Value
2007 Position ) * End-to-end
Position Level 2 Service service
2006
Positi ) * Guarantee SLAs management
osition Level 1 Proactive « Metrics tied to
; * Service SLAs
Level O Reactive catalog
Chaotic « Svc. catalog approved
«CNIC grey areas  Customer )
service redrafted support Profit Management
catalog e Acct. mgmt. website _ 4
established reporting released [ Business Management
« Account * Preliminary * Monitor and . . ] ]
management metrics report on Service Delivery Process Engineering
established rep(_thmg services [ Service and Account Management
«No SLAs * Arbitrary
SLAs Operational Process Engineering
I Tool Leverage
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FOCUS AREA 5: CUSTOMER AND SERVICE LEVEL MANAGEMENT

Program 12: Service Level Management Implementation

Manager: Darin Rand

Description:

Service level management provides a
method to agree upon level of IT service
provided for each SDC service, and then
ensures meeting those agreed service
levels via management, methods,
technology, staffing and funding efforts.
Service level management provides a
mutual understanding between the SDC
and its customers on what level of service
to expect from each service area. (e.g.,
availability, delivery times, incident
response, etc.) It also requires agreement
on the actions to take when services fail to
meet agreed service levels. Activities
include service catalog management,
determining service level agreements, and
service level monitoring.

Initial State:

The CNIC project chartered an agency
workgroup to develop a Service Catalog
and a Scope Matrix for approval by the
CNIC Steering Committee. Although the
CNIC Steering Committee reviewed
several drafts, there was no official
approval. Although useful for discussion of

the scope of the SDC, these documents did

not prove comprehensive, nor detailed
enough to establish service levels or
division of responsibilities between the
SDC and the

agencies. In December 2006, the CNIC
Steering Committee approved a
complementary SLA template. Agencies
were to use this template to complete and
agree to service levels with the SDC.
However, since service terms (e.g.,
responsibility, accountability, monitoring
tools and practices) were unapproved, the
service levels were arbitrary and
impossible to measure.

Future State Objective:

The approved service catalog provides the
basis of agreement between the SDC and
its customers on terms of service. It will act
as the source for customers to understand
the scope of service and service levels.
When proposing new services, the SDC is
to define, architect, staff and budget for the
service prior to offering the service to
customers. The SDC must demonstrate
ability to monitor, support and guarantee
new services. This will allow customers to
know what to expect when they select a
service. The SDC will establish SLAs with
each customer. Service level reporting will
provide facts that allow the SDC and its
customers to know when service levels are
met.

Planned Program Outcomes

FY

05-07 Program Outcomes Description
1. Develop, get approval, and implement service

catalog and scope matrix

2. Develop, get approval, and implement SLA

template

Fund - OP/ Gross
COP/POP Estimate $ Status
CcoP Not Not Implemented
Available
CoP Not Not Implemented
Available
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FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP Estimate $* Status
1. Develop, get approval, and implement service OP $90 K Completed
catalog and term sheets
2.  Develop, get approval, and implement service OoP Not In Process
levels Available (10%)
Implement service level agreement template oP Not In Process
Available (20%)
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP Estimate $* Status
1. Negotiate and get agreement to service level OP $0 In Process
and sign new service level agreements (10%)
2. rDefine service level monitoring OoP $0 Not Started
.......... 3. Develop service level reporting oP $0 Not Started
4, Develop SDC product list OoP $0 Not Started
5. Refine SDC Service Catalog OP $0 Not Started
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP Estimate $ Status
_____________________________________ Refine service level monitoring OP $0 Undetermined
2. Refine service level reporting OoP $0 Undetermined
3. Refine service level agreements OP $0 Undetermined
4, Refine SDC product list OP $0 Undetermined
5. Refine SDC Service Catalog OoP $0 Undetermined

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Agreement on the detailed responsibilities/accountabilities of services across an enterprise has
been a long process — causing mixed expectations and frustrations of agency and SDC IT staff.

Based on maturity models and this experience, taking this to the next level to set and agree on
service levels and agreements is estimated to take equally long — and expectations will need
managed with both business and technical staffs.
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Focus Area 6 — Disaster Recovery Management

This section includes a disaster recovery service plan that outlines plans and actions taken to
provide agency disaster recovery services as determined necessary by the state agency.

Under the Disaster Recovery Management Focus Area, SDC management will provide
processes and procedures to ensure that technical infrastructure supported by the SDC for
agency-identified mission critical business applications is recoverable to agreed terms in case
of a declared disaster. This includes providing for restoration of a functional technical
environment consisting of hardware, software, data, and network services. Processes must
ensure availability of required staff resources to provide successful restoration of these
services.

STRATEGIC GOALS

G1-Provide disaster recovery services in support of agencies’ application priorities to ensure

that the required facilities (computer systems, networks, etc.) can be resumed within
agreed timeframe and costs

OBJECTIVES

The program for this focus area will:

Define and implement the policy, conditions and scope, resources and funds, implementation,
testing and change management for disaster recovery services

Define the initial state of disaster recovery services for the State

Define the future state of disaster recovery services and to what degree they will be
implemented for the program area

Provide the framework for planning, managing, and resourcing the disaster recovery services
in stages and evolutions that are progressively detailed over the timeframe of this strategic
plan

MEASURE

The program for this focus area will:

Establish outcome measures based upon the disaster recovery program area, the supporting
projects, maturity expectations, funding and other dependencies

Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and schedule to deliver
end-state service, service level, or dependent programs

Establish at what stages and to what degree performance, availability, and capacity will be
reported and managed as an outcome
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Disaster Recovery Maturity Model

Level 4

Value
« TBD

Profit Management

Business Management

Service Delivery Process Engineering

Service and Account Management

2010-11
2009 Position
2008 Position Level 3
Position
on.?? Service
2006 osition Level 2 « Cyclical DR
Position Level 1 | Proactive U]
Level O Reactive « DR contract in
Chaotic *DR and BCP | . Aoy
* SDC DR plan
 Customer DR process 3
plans or none SiifE Elne
t all MENEEE initially tested
ar a appointed
* System « Call tree
backups taken| iasts
and-stored conducted [
offsite

[

Operational Process Engineering

1

Tool Leverage
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FOCUS AREA 6: DISASTER RECOVERY MANAGEMENT

Program 13: Disaster Recovery Plan
Manager: Bryan Nealy

Description:

This program implements disaster recovery
(DR) services in support of and as
determined necessary by each state
agency and aligned with the cost and value
implications of an agreed level of service.

Initial State:

Prior to migration to the SDC, agencies had
varying levels of preparation for recovery
due to disaster. Most agencies had no DR
plans or DR planning activities in process.
There were inconsistencies and differing
levels of applicability among the agencies
that had done some disaster recovery
planning. A statewide contract for technical
infrastructure recovery existed, but only a
few agencies utilized the contract. Few

agencies had tested their plans. Those that
did limited DR testing to recovery of only a
small portion of their infrastructure. There
was little funding for DR in the agency IT
budgets that transferred to the SDC.

Future State Objective:

Create and maintain an overarching
Technology Availability Plan (TAP) that will
address the reconstruction of the technical
infrastructure needed to support the
mission critical applications identified by
the participating agencies. When the
identification of these applications is
complete and contracts are in place for the
technical infrastructural elements, conduct
periodic coordinated disaster recovery
testing with all participating agencies.

Planned Program Outcomes

FY Fund - OP/ Gross

05-07 Program Outcomes Description COP/POP  Estimate $ Status

1.  Provide input to customers’ business continuity OoP Not Ongoing
plans with reference to the agency’s DR Available
functions

2. Collect agency and SDC requirements for RFP OP $184 K Completed
to solicit disaster recovery services

FY07- Fund - OP/ Gross

09 Program Outcomes Description COP/POP  Estimate $* Status

1. Establish and make available to customers a OoP ~$15 K Completed
price agreement contract with an approved DR
vendor

2.  Define infrastructure requirements based on OP ~$625 K In Process
agency identified critical applications to support (90%)
disaster recovery scenarios and price the
identified services

3. Initially deploy a discovery tool to validate OP ~$250 K Completed
agency application interdependencies

4. Develop a TAP to recover the required technical oP 0 In Process
infrastructure to agreed levels (40%)
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FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Complete deployment of the discovery tool to OP ~$300 K/ Legislatively
validate agency application interdependencies $0 Eliminated

and ensure that identification of all infrastructure
components and changes to components are
managed for successful recovery

2. Conduct initial off-site testing of the recovery - OoP ~$50 K/  Legislatively
plan (TAP) $0 Eliminated

3. Conduct periodic reviews with participating OoP ~$50 K/ Legislatively
agencies to ensure any changes to agency $0 Eliminated

critical business functions, infrastructure
requirements, and cost to recover are known
and approved

4. Develop and implement cost recovery model for OoP $0 K Not Started
disaster recovery
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. Conduct periodic reviews with participating OP ~$50 K Undetermined

agencies to ensure any changes to agency
critical business functions, infrastructure
requirements, and cost to recover are known
and approved

2.  Continue periodic testing of the recovery plan OP ~$50 K Undetermined
(TAP)

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges
Misunderstanding that there is not a current DR contract, agency DR plans, and network recovery.

No funding identified for securing DR infrastructure. No funding identified for testing DR plans. No
funding identified for agency DR work.

CIO’s have recommended a strategy to use savings from mainframe consolidation to assist in
funding the disaster recovery expenses. They are also exploring the need to move to the
consolidated and shared environment sooner to reduce DR costs.
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Focus Area 7 — System Security Management

This section includes a system security plan that describes progress in addressing SDC
system security.

Under the System Security Management Focus Area, SDC management will develop a
consistent model for appropriate network and server security, applied in a cost effective
manner to the assets managed by the SDC. This includes a process for granting and
administering appropriate access to devices as warranted by business need and in alignment
with clearly defined roles and responsibilities.

STRATEGIC GOALS

G1-Provide a secure utility computing service to customer agencies based on their business

objectives and in accordance with stated availability objectives

G2-Increase effectiveness and efficiency by standardizing infrastructure software and

hardware capability and tools to reduce enterprise complexity and the State’s overall cost
of security

OBJECTIVES

The program for this focus area will:

Define the initial state of security at the SDC after migrations

Define the future state of security and to what degree it will be implemented for the program
area

Provide the framework for planning, managing, and resourcing the security program in stages
and evolutions that are progressively detailed over the timeframe of this strategic plan

System security management will include implementation of security policy, management,
controls and tools that address the measures within the scope of the SDC

Ensure that system security is planned, built, provisioned, managed, and funded to a level
consistent with the services it supports

MEASURE

Each program area will:

Establish outcome measures based upon the security program area, the supporting projects,
maturity expectations, funding, and other dependencies

Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans, and impact of decisions on cost and schedule to deliver
end-state service, service level, or dependent programs

Establish at what stages and to what degree performance, availability, and capacity will be
reported and managed as an outcome
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Security Management Maturity Model

2010-11
2009 Position Level 4
iti Value
20.0.8 Position Cevel 3 “TBD
20-0.7 Position Service
2006 Position Level 2 « Central logging and
Position Proactive analysis
R eal‘chg 11 * Firewall * System secuyity
consolidation arch. supporting
Level 0 |-Centraltoolto |, yost intrusion business needs for
Chaotic mz‘c\gﬁg prevention system access and| Profit Management |
* Fragmented |, Centrall * Network isolation
control of y admission contro Business Management
controlled 3
security fi I for VPN, wireless
infrastructure |, Clzrgr\:]\/?ngn server and wired Service Delivery Process Engineering ]
* Administrative
mgmt of .
access antivirus and [ Service and Account Management ]
undocumented
updates . . .
[ Operational Process Engineering ]
—[ Tool Leverage ]
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FOCUS AREA 7: SYSTEM SECURITY MANAGEMENT

Program 14: Systems Security Implementation

Manager: Al Grapoli

Description:

This program implements systems security
as prescribed by the State and the State’s
agencies. Program targets align with the
cost and value implications of an agreed
level of service. Design efforts consider
impact of choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

Systems security at the time of the lift and
drop of systems to the SDC was ad hoc.
Networks had inappropriate trust
relationships between segments and many
types and brands of firewalls were in use.
Some of these firewalls were either
unsupported or soon to be out of vendor
support. There were layers of firewalls
behind firewalls with complex and
sometimes conflicting rule-sets.
Administration of security devices varied.
Some agencies continued to administer
security devices after the equipment was
located to the SDC. SDC employees
administered the remaining devices. There
was little or no record to indicate why the
majority of firewall rules existed. Server
operating systems built to differing
standards and without common security

controls such as antivirus or patch
management existed. Administrative
access to devices was inconsistent and not
well documented. Security logs were non-
existent or scattered in numerous locations.
These factors contributed to an
inconsistent stance for system security at
the SDC. The need for an enterprise level
approach to certain security technologies
was identified. The SDC had a limited
ability to respond to security incidents and
most agency contacts for security were
unknown.

Future State Objectives:

= Implement and operate network
security with appropriate standards for
consolidated firewalls and resolution of
conflicting rule-sets and with
appropriate network intrusion detection
and prevention capabilities.

= |mplement standard security controls
that are appropriate for supported
operating systems.

= Provide systems security services to
meet ongoing business requirements
for systems security and manage them
in a sustainable manner.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Migrate in-scope firewall administration to data OP ~$35 K Completed
center security staff with a single process for
approving changes
2. Deploy interim network intrusion detection and COP ~$35 K Completed
staff for appropriate monitoring
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
3. Procure standard security tools for Windows and COP ~$860 K Completed
Linux systems
4, Develop standard secure builds for Windows OoP ~$15 K Completed
and Linux systems
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Deploy standard security tools for Windows and  OP/COP ~$300 K Completed
Linux systems — TrendMicro antivirus, Patchlink,
Cisco CSA
2. Standardize firewall administration through a COP ~$130 K Completed
single administrative interface -
3. Implement technology to allow vendors and COP ~$100 K Completed
customer agencies to securely work remotely
with system implementations and repair — Cisco
MeetingPlace
4, Implement integrated network intrusion detection COP ~$500 K Completed
and prevention to protect segments of the
state’s network — Cisco network intrusion
prevention devices
5. Document approval for administrative access to OoP ~$120 K In Process
all devices (50%)
6. Acquire and implement necessary infrastructure COP ~$400 K Completed
to conduct posture assessment of devices that
connect to protected network segments to
assure compliance with identified requirements
7. Create a protected segment of the state network OoP ~$150 K Completed

that examines incoming and outgoing traffic for
known malware and attacks
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FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Consolidate firewall management and rule sets OoP ~$150 K / In Process
$250 K (10%)

2. Conduct posture assessment of devices that OP $0 In Process
connect to protected network segments to (10%)
assure compliance with identified requirements

3. Document agencies’ business needs for OoP $0 In Process
security, including regulatory requirements to (10%)
assure appropriate standard security
architecture

FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Enhanced security monitoring and event TBD TBD Undetermined
correlation.

Equipment lifecycle replacement. TBD TBD Undetermined
Advanced intrusion prevention implementation TBD TBD Undetermined

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Doubled volume of agency requests created severe bottleneck in Security group — mitigating with

additional staff and modification to process work flow.

Continued growth in requests may continue to stall security projects needed to reduce overhead in

maintaining security services.
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Focus Area 8 — Management Process and Controls

This section provides the management process and controls implemented to effectively
manage an enterprise level computing environment.

Under the Management Process and Controls Focus Area, SDC management will implement
a “good practice” process structure for managing and maintaining IT infrastructure. This
structure enables the SDC to achieve IT Service Management (ITSM) through a set of
procedures that support the business in achieving quality and value in IT operations.
“Processes form a big part of IT service management. Availability in a complex computing
environment does not happen on its own or automatically by acquiring high-availability
technology. It takes strategy, planning, policy and implementation to achieve it. These are
people and process issues, not technology issues." —Gartner

STRATEGIC GOALS

G1-Define and implement the processes, products and controls to manage and provide a
stable and responsive IT infrastructure for the state

G2-Implement process and controls based on industry defined good practice, which has
proven itself in practice, as defined by the Information Technology Infrastructure Library
(ITIL)

OBJECTIVES
The program for this focus area will:
= Define the initial state of management process and control

= Define the future state of management process and control and to what degree they will be
implemented for the program area

= Provide the framework for process and control planning in support of agreed services,
operations, staffing, growth, and programs that are planned in stages and evolutions that are
progressively detailed over the timeframe of this strategic plan

= The SDC will delivery its services in accordance with a set of service management policies
and processes based on the activities identified in the ITIL V3 Service Lifecycle

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the service level maturity expectations and other
dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans, and impact of decisions on cost and rates

= Establish at what stages and to what degree service level management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Management & Process Control Maturity Model

2010-11
Position
2009 Level 4
2008 Position I.‘evel 3 Value
o Service
2007 Position « Some mature * TBD
2006 Position Level 2 processes
Position Level 1 Pr(_)_actlve + Capacity planning
. * Initial process in place
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« Ad hoc .'Iz\/llultuzglLe invntry. automation mgmt discipline Profit Managementj
« Alert & event 3
processes * Mature prob, config, . ]
. Sa/r(;agement.l asset and perform. Business Management
immediate il e Service Delivery Process Engineerin ]
needs P"Ft’f"'ltor'ngl processes J £ E
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FOCUS AREA 8: MANAGEMENT PROCESS AND CONTROLS

Program 15: Process and Controls Implementation

Manager: Darin Rand

Description:

This program implements the IT Service
Management (ITSM) guided process and
controls for an enterprise level computing
environment. ITSM will ensure improved
service quality and controlled operation of
ongoing services in support of and aligned
with the cost, maturity and value
implications of agreed levels of service.

Initial State:

The CNIC project chartered an agency
workgroup to explore enterprise service
management. Although the workgroup
developed process maps that the CNIC
Steering Committee reviewed, there was no
implementation of these processes prior to
the lift and drop. SDC management and
staff had to perform ad hoc development for
the most critically needed processes.
Multiple, fragmented processes, and in

many cases undocumented processes,
were adopted to support the as-is
environments as they moved. SDC
management quickly determined that the
processes, knowledge and adherence to
these processes were resource intensive
and highly error prone. Agencies expected
the SDC to have fully matured processes in
place. The lack of process maturity caused
disappointment.

Future State Objective:

=  Implement recommended ITSM policy,
process and supporting procedures,
tools, and training to manage service
delivery effectively.

= |Implement each process area in stages
that correspond to capability and
“maturity to perform,” in order of critical
need. Maturity model stages are ad hoc,
minimum to function, initial, mature, and
continual improvement. The assumption
is that all processes are ad hoc until
maturity development begins.

Planned Program Qutcomes

FY Fund - OP/ Gross

05-07 Program Outcomes Description COP/POP  Estimate $ Status

1. Implement minimum to function processes for OoP NOt Completed
incident, change, request, release, and service Available
catalog

2. Hire a process architect, initiate process OoP Not Completed
implementation planning for policy, process, and Available
procedures

3.  Certify process owners and managers in ITIL OoP $12 K Completed
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FY

07-09 Program Outcomes Description

Fund - OP/
COP/POP

Gross
Estimate $*

Status

1. Develop blueprints for strategy, design,
transition, operation and improvement
processes to mature

2.  Develop and mature to the initial proactive state
the critical processes for incident, change,
request fulfilment, and service catalog

3.  Develop and mature to the initial proactive state
the critical process for capacity, availability,
event, service knowledge, and release
management

4.  Implement minimum to function processes for
strategy, demand, service portfolio, supplier,
transition, validation, evaluation, and technology
and operations management

FY

09-11 Program Outcomes Description

oP

OoP

oP

OoP

Fund - OP/
COP/POP

$25 K

$120 K

$120 K

$75K

Gross
Estimate $*

Completed

In Process
(80%)
In Process

(80%)

In Process
(80%)

Status

1. Develop and mature to the initial proactive state
the critical processes for strategy, financial,
service level, information security, IT service
continuity, change, asset and configuration,
validation and testing, release and deployment,
request fulfillment, incident , technology, access
and IT operations management

2.  Implement minimum to function processes for
demand, service portfolio, service catalog,
supplier, transition planning and support,
evaluation, service knowledge, and event
management

3. Implement ad hoc processes for problem,
service management, service analysis, service
reporting, and service improvement

4.  Implement continual process improvement
process for those processes that have passed
initial stage

FY

11-13 Program Outcomes Description

oP

oP

OoP

OP

Fund - OP/
COP/POP

$0

$0

$0

$0

Gross
Estimate $

Not Started

Not Started

Not Started

Not Started

Status

1. Develop and mature to the initial proactive state
the critical processes for financial, service
portfolio, problem, and service management

2. Implement mature processes for request
fulfillment, incident, IT service continuity,
security, change, asset and configuration
management

OoP

oP

TBD

TBD

Undetermined

Undetermined .

3.  Implement continual process improvement
process for those processes that have passed
initial stage

OoP

TBD

Undetermined

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges

Continued expectation that all processes are mature, developed and implemented at an
enterprise level.

Process development, implementation and cultural change and acceptance takes significant
amounts of focus and time within the industry and state.

Continued effort to improve all processes simultaneously through higher maturity levels may
exceed capability of the SDC.

SDC IT Service Management Process Development Roadmap

The table on the next page represents the strategy for introduction of IT service management
processes into the SDC. Process introduction occurs at different stages of SDC maturity as
need is recognized and prioritized and resources become available. Once introduced, all
processes follow a similar path of maturity development. The phases in that path are:

= Ad Hoc - This is a chaotic environment where the process occurs informally and
inconsistently. There is no process documentation and the process only applies
occasionally when someone thinks to do so.

= Minimum to Function — There is recognition that there is a process. Process-related
terminology starts appearing. There may be some documentation. Process lacks reliable
repeatability.

= |nitial Process — There is recognition that the process is an integral part of the
organization and efforts occur to own, formalize and stabilize the process. The
organization begins to practice the process and develops some initial metrics.

= Mature Process — The process is formally owned, maintained, documented, performed
regularly by all employees, and provides useful metrics.

= Continual Improvement — The process is used either as documented or fixed. There is a
periodic review of the process for suitability or potential enhancements. There is integration
of processes to provide an efficient flow from end-to-end.

Process or
Function FY 2005- | FY 2007- | FY 2009 - | FY 2011 - | FY 2013 -
Name Description 2007 2009 2011 2013 2015
Service Strategy Service Strategy

Strategy Oversight of the steps to create | Ad hoc | Minimum to Initial Mature Continual
Generation a service strategy function proactive process improve-
Management ment
Financial The function and processes Ad hoc | Minimum to Initial Initial Mature
Management |responsible for managing an IT function proactive proactive process

service provider's budgeting,

accounting and charging

requirements
Demand Activities that understand and Ad hoc Ad hoc Ad hoc TBD TBD
Management |influence customer demand for (End Notel)

services and the provision of

capacity to meet these

demands
Service The process responsible for Ad hoc Ad hoc | Minimum to Initial Initial
Portfolio managing the service portfolio function proactive | proactive
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assets and for maintaining
information about configuration
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Process or
Function FY 2005- | FY 2007- | FY 2009 - | FY 2011- | FY 2013 -
Name Description 2007 2009 2011 2013 2015
Management | (the complete set of services

managed by a service provider)

Service Design Service Design
Service The process responsible for Ad hoc Ad hoc | Minimum to Initial Mature
Catalog managing the service catalog function proactive process
Management
Capacity The process responsible for Ad hoc Ad hoc Initial Initial Mature
Management |ensuring that the capacity of IT proactive proactive process

services and the IT

infrastructure is able to deliver

agreed service level targets in

a cost-effective and timely

manner
Availability The process responsible for Ad hoc Ad hoc Initial Initial Mature
Management |defining, analyzing, planning, proactive proactive process

measuring and improving all

aspects of the availability of IT

services
Service Level |The process responsible for Ad hoc Ad hoc Initial Initial Mature
Management | negotiating service level proactive proactive process

agreements, and ensuring that

these are met
Information The process that ensures the | Minimum to | Minimum to Initial Mature Continual
Security confidentiality, integrity, and function function proactive process improve-
Management |availability of an organization's ment

assets, information, data and IT

services
Supplier The process responsible for Ad hoc Ad hoc | Minimum to Initial Mature
Management | ensuring that all contracts with function proactive process

suppliers support the needs of

the business, and that all

suppliers meet their contractual

commitments
IT Service The process responsible for Ad hoc Ad hoc Initial Mature Continual
Continuity supporting overall business proactive process improve-
Management | continuity management by ment

ensuring that the required IT

technical and services facilities

can be recovered within

required, and agreed, business

timescales

Service Transition Service Transition

Transition The process responsible for Ad hoc Ad hoc | Minimum to Initial Mature
Planning and | planning all service transition function proactive process
Support processes and coordinating the

resources that they require
Change The process responsible for Minimum to| Minimum to Initial Mature Continual
Management | controlling the lifecycle of all function function proactive process improve-

changes ment
Service Asset | The process responsible for Ad hoc | Minimum to Initial Mature Continual
and tracking and reporting the value function proactive process improve-
Configuration |and ownership of financial ment

72




IT services, data, or other
assets
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Process or
Function FY 2005- | FY 2007- | FY 2009- | FY 2011 - | FY 2013 -
Name Description 2007 2009 2011 2013 2015
items required to deliver an IT
service, including their
relationships, throughout their
lifecycle
Validation and | The process responsible for Ad hoc Ad hoc Ad hoc TBD TBD
Testing validation and testing of a new (End Notel)
Management |or changed IT service; service
validation and testing ensures
that the IT service matches its
design specification and will
meet the needs of the business
Release and The process responsible for Ad hoc Ad hoc Initial Mature Continual
Deployment planning, scheduling and proactive process improve-
Management |controlling the movement of ment
releases to test and live
environments
Evaluation The process responsible for Ad hoc Ad hoc Ad hoc TBD TBD
assessing a new or changed IT (End Note 1)
service to ensure that risks
have been managed and to
help determine whether to
proceed with the change
Service The process responsible for Ad hoc Ad hoc Ad hoc TBD TBD
Knowledge gathering, analyzing, storing (End Note 1)
Management |and sharing knowledge and
information within an
organization
ervice Operation Service Operation
Event The process responsible for Ad hoc Ad hoc Ad hoc TBD TBD
Management | managing events throughout (End Note 1)
their lifecycle
Request The process responsible for Ad hoc | Minimum to Initial Mature Continual
Fulfillment managing the lifecycle of all function proactive process improve-
requests for service (customer ment
requests for information,
advice, standard changes,
access to IT services or for
additional IT services)
Incident The process responsible for Ad hoc | Minimum to Initial Mature Continual
Management | managing the lifecycle of all function proactive process improve-
incidents ment
Problem The process responsible for Ad hoc Ad hoc Ad hoc Initial Mature
Management | managing the lifecycle of all proactive process
problems
Technology The function responsible for Ad hoc | Minimum to | Minimum to TBD TBD
Management | providing technical skills in function function
support of IT services and (End Note 1)
management of the IT
Infrastructure
Access The process responsible for Ad hoc Ad hoc Ad hoc TBD TBD
Management |allowing users to make use of (End Note 1)
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service design functions and
processes

Process or
Function FY 2005- | FY 2007- | FY 2009- | FY 2011 - | FY 2013 -
Name Description 2007 2009 2011 2013 2015
IT Operations | The function within an IT Ad hoc | Minimum to | Minimum to TBD TBD
Management |service provider which performs function function
the daily activities needed to (End Note 1)
manage IT services and the
supporting IT Infrastructure
Continual Service Improvement Continual Service Improvement
Service Management of services to Ad hoc Ad hoc Ad hoc Initial Mature
Management |meet the customer's proactive process
requirements via service
transition functions and
processes
Service The process responsible for Ad hoc Ad hoc Ad hoc Initial Mature
Reporting producing and delivering proactive process
reports of achievement and
trends against service levels
Service The process to define and Ad hoc Ad hoc Ad hoc Initial Mature
Improvement |implement needed proactive process
improvements to services and
processes
Service Analysis of services to meet the] Ad hoc Ad hoc Ad hoc Initial Mature
Analysis customer’s requirements via proactive process

End Note 1: This process will not be formally addressed until core processes are planned.
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Appendices
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WILLIAMS, Max

WILLIS, Jim
BROWN, Paula

Updated as of 05/12/08

Director, Department of Transportation
Deputy Director, Department of Transportation

Director, Department of Human Services
Deputy Director, Department of Human Services
Department of Human Services

Director, Department of Revenue

Director, Department of Administrative Services

Superintendent, Oregon State Police

Director, Oregon Housing and Community Services

Associate State Forester, Department of Forestry

Director, Department of Consumer and
Business Services

Deputy Director, Department of Consumer and
Business Services

Director, Department of Employment

Director, Department of Corrections

Director, Department of Veterans’ Affairs
Deputy Director, Department of Veterans’ Affairs
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SDC CIO Advisory Board — Member Roster

Updated as of 10/5/09

BENCH, CLEAVE (Interim) Department of Revenue

BERRY, Ben
BORJA, William
BYERLY, Laurie
CARPENTER, Bill
GAUTHIER, Albert
HOWARD, Rick
JEFFERSON, Sandy
KAUTZ, Kris

KORESKI, JOHN

LARSON, Trygve
LOWRY, Lloyd
MARECIC, Jeff
MASSE, Theresa

MARGARONIS, John
OLIVER, Dorothy
PETERSON, Jill
PETTY, Dugan

POLAND, Steve
POTTER, Kevin
RILEY, Herb
RUTTEN, Troy
SELLARS, Jim
WEST, Bret
WILLIAMS, Marc

Department of Transportation

Judicial Department

Legislative Fiscal Office

Oregon Housing and Community Services
Oregon State Police

Department of Human Services
Department of Forestry

Deputy Director, Department of Administrative
Services

State Data Center, Department of Administrative
Services

Parks and Recreation Department
Department of Corrections
Public Employees Retirement System

Enterprise Strategy and Policy, Department of
Administrative Services

Oregon State Lottery

Department of Consumer and Business Services
Oregon Youth Authority

Enterprise Strategy and Policy, Department of
Administrative Services

Department of Agriculture

Douglas County

Department of Veterans’ Affairs

Department of Employment

Lane County RIS

Operations, Department of Administrative Services

Department of Justice
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